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Network Function Evolution
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Network Function Evolution

« 1€ 4G HXRs, RMATILERIFEERAIR(EFRMEEE
- RIFEERE + 1T EFREE BT TEE + FHEE
« AGC HXFAILNER —LepHEEEE (NextEPC. SRS EnB)

« 2|7 SG 4R, SG HiB (Private Network) FHISBIGHIES
« 5G Technologies on Container(s)

« 5G Technologies on Kubernetes
« 5G Technologies on Public Cloud (AWS, Azure, Google)
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Network Function Evolution

« B KERIE SIMRIE
« Meta ZE Magma BEZE (2158E%| Linux Foundation)
« Open Networking Foundation {#E freeSGC 2 ONF Aether
Project, fg1Z spinoff H Anaki A F], & Intel U iE
« Amazon 7£ 2021 FE re:invent ;§ &1 iR {E Private 5G B #%

. Microsoft & 2020 FE U iE Affirmed Networks, BB HZE A E Azure
Private 5G Core
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Networking
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« Container Network Interface
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Networking — CNI
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Container Network Interface (CNI) 2 CNCFETHEZ, &
Ty Container BY4AREHE /7 -

. Elugin Him 2 CNI EERIIRIE, (FigER Container B {f&4H1%
HE
« CNI {2t TEF & E4RY plugin:
« Macvlan
« Vlan
- Bridge
« Host device
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Networking — CNI

Kubernetes %« H CNI g§H #r—1@F Container Orchestration
MAFZE, TE CN HiHESRMTE:

containerff] <>

p e i CNI

— — —

Pod scheduled
on the node @ kubelet calls CRI plugin
to create a pod

CRI plugin creates po
sandbox ID and pod
network namespace

CNI Plugins configure
CRI Plugin calls CNI plug the pod network

@ with pod network namespace
and pod sandbox ID @

Flannel CNI
Plugin
@ Creates Pause
ontainer and adds it
to the created network
nnnnn pace Bridge CNI
plugin
@ Kubelet calls CRI
plugin to fetch the
application container image ° T
» Fetches the application host-local
container image usin IPAM CNI
con r :
Plugin

C 1] @ianchen0119 Ref: https://ronaknathani.com/blog/2020/08/
how-a-kubernetes-pod-gets-an-ip-address/



Networking — Multus CNI

Multus Network Workflow in kubernetes

Kubelet Container runtime Network plugin Multus plugin M|?, St; r | M;S'?:
| |

Kubernetes servers , . | J |
other networks (api-server kubelet so on) | Sync loop : : : : : :
NetworkAttachments i e memeneteanancd i i i | i
i | I | I | I
cluster network/ | RunPod | | | | |
master plugin %_ | RunPod () | SetUpPod () | | | |
T 1 I I I I
I 1 | I I I
\ | | | : : :
| | |
SetUpPod()
L J o LA
L - _ I | I i I
e Specific User Traffic e (Liveness and Readiness) Probes : : : L I ) :
e Communication between API and Pod \ | | I 1 |
I I I I | I
: : : : delegateAdd() : : cmdAdd
I I I i i
I I I I | I
| | | [P Jommmmmmmmmmm 4
| | | I I I
| I | I I I
| | | I | I
| | | | | |
I I l l : I
' : : ' Master Minion
Kubelet Container runtime Network plugin Multus plugin L plugin

C T @ianchen0119 Ref: https://github.com/k8snetworkplumbing
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Availability
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« SD-CORE fork free5GC #E miirEr stE B E M ina
« IR —1E SGC on K8s BIERE ka0, FIPIEERAE:

- Hardware: Power. Networking. Storage:::
« K8s: Cluster. Node. ETCD
« 5GC: NF. Data Consistency
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Scalabillity
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- Data Consistency
« State mismatch
« Service Discovery
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Case Study - SD-CORE

« Challenge and Solution: Soas Ready -

Saas APIs for building cloud-managed

o H OriZO N -I:O | S C O |in g Connectivity-as-a-Service offerings
- Networking Cloud Native

Continuous CI/CD, devOps, and automated

H testing for hardening, scale, and availability;
. S tO te m IS m O .I:C h : nev'v fe;ture‘s are continuollyv:lideld ::1

production environment

Edge Cloud Optimized
Hardware-based P4 and software
(containerized) UPFs can be intermixed
for different applications/use cases
running in edge clouds

Dual-Mode Operation
Provides simultaneous dual-mode
operation for LTE, 5G NSA, and 5G SA

5G + 4G Foundation

SD-Core builds on 4G (OMEC)
and 5G (free5SGC)

.:...

C 1] @ianchen0119 Ref: https://docs.sd-core.opennetworking.org/master
/overview/introduction.html




Horizontal Scaling

SD-CORE {& | KEDA <45 ERI4AS T e S ENRERI A B H
replica fEi= :

« KEDA works with prom scaler
« HEF Mmetrics exporter

« 'EF Scaled Object
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Networking

AEARRE, &2 AMF. SMF. UPF BRI THAIRE R £ (@
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- K8s FEERAZELZ/rE, EtFFNFE Multus CNI
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Networking — AMF

Accept and manage gnb or sctp connections

GRPC communication between SctpLb and Amf Service

Handles Amf Instance Down/Up Notifications

Backend NF manages AMF instances

Round-Robin Distribution of Sctp Messages over grpc channel to Backend NF

Redirect Support for forwarding Sctp Messages to a particular Amf Instance
« Why it needs the redirection? &

Cloud Native AMF fl
(« ’)) " " i
( N11 «—N4-—> PEEE SO
/é‘_/mm AMF SMF UPF oo™

! |
e we O\ NN
NRF | NSSF‘ UDM | UDR |
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Networking — SMF

 UPF-Adapter acts like Mux-Demux for PFCP messages between multiple SMF instances
and UPF.

 SMF sends custom PFCP msg to UPF-Adapter if UPF-Adapter is deployed.
 The UPF-Adapter intercepts and modifies certain fields before sending PFCP msg to actual

o @@@@@

« Similar handling is done for the response from UPF ]
towards SMF. % 5

SMF sends PFCP msgs to UPF-
Adapter instead of directly sending to
UPF.
UPF-Adapter intercepts PFCP Msgs between

UPF-Ada Pt multiple SMFs and UPF.
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State Mismatch

- UE f9irREEs = AMF B I8 EA40 &%

» AMF Replicas z B £t & 1E UE RYRRE AL 8k A= 1H[E

« SCTPLB #R 7T Networking BIfSRE, APLT{HRT state mismatch
HI =8

« BEEZ SCTPLB ;g 3% 5; Al NGAP, 56 UE STATE TRANSITION
ﬁﬁUTﬂ ConneChOn E,]F':ﬂ"b‘ %}E : REGISTER
Scheduler g #573% o SR o

DEREGISTERED REGISTERED
(___.___—_——_-—-.
DEREGISTER

N2 ORN3 KRC
CONNECTION CONNECTION
ESTABLISHMENT ESTABLISHMENT
—_— D >

>

CM-DLE CM-CONNECTED CM-CONNECTED
WITH RRC-ANACTNE
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State Mismatch
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AIltt, SD-CORE 2 # Distributed Resource Sharing Module
(DRSM):
. 3 replicals) Z R EL{E resource B4k BE
« ¥l H message id # & id owner:
. 1D A E, AESZ D ol EEmE#E

- MRIxFE DA ID BitBC, HIEEZAE
- MRxF2 IDEID Byt A, BI3iE SCTPLB Ei#iR3E
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Resource(s)
&

« https://github.com/ianchen0119/free5GLab/blob/master/
README.md

 https://trainingportal.linuxfoundation.org/courses/scaling-
cloud-native-applications-with-keda-Ifel1014
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